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INTRODUCTION
United States Critical Infrastructure faces a significant risk from the exploitation of Structured Query 
Language (SQL) injection vulnerabilities. If executed successfully, an SQL injection may allow for the 
compromise of confidentiality, integrity, and availability of a database and its contents; an outcome that 
may carry a high cost in system recovery and reconstitution, data restoration, downtime, regulatory 
penalties, and negative publicity. Due to the manageable level of complexity of SQL injection, the array 
of freely available tools that automate the exploitation process, and the techniques’ demonstrated 
potential for impact, malicious cyber actors will continue relying on SQL injection vulnerabilities in 
public facing websites as a means of gaining access to critical infrastructure systems and networks.

In comparison to more sophisticated methods of computer network exploitation, the techniques 
behind SQL injection are relatively simple to learn. Yet despite this simplicity, the damage inflicted 
through SQL injection may range from considerable to complete system compromise, and an 
incredible number of systems on the Internet remain susceptible to this form of attack. In its listing 
of the “Top Critical Web Application Security Risks of 2013,” the Open Web Application Security 
Project (OWASP)1  cited “injection flaws” associated with SQL, Operating System (OS), and Lightweight 
Directory Access Protocol (LDAP) as the number one application security risk, a position they also 
occupied in the 2010 iteration. Visitors to a compromised site could inadvertently install malicious 
code, be redirected to a malicious site to compromise other vulnerabilities in their system, or have 
their systems used in attacks on third-party sites. The business value and sensitivity of the affected 
data on the platform determines the true long-term impact of a compromise and will vary with each 
entity and compromise. Due to the continued prevalence of these vulnerabilities, the emergence 
and propagation of tools and toolkits tailored to facilitate (and in many cases automate entirely) the 
exploitation of SQL vulnerabilities is key to understanding the current risk to critical infrastructure.

1 INTERNET SITE, THE OWASP FOUNDATION, OWASP TOP 10 APPLICATION SECURITY RISKS – 2013, 17 JUNE 2013, EXTRACTED 
INFORMATION: PAGE FOUR, HTTPS://WWW.OWASP.ORG, DATE OF ACCESS: 27 JANUARY 2014, SOURCE: A TRUSTED NON-PROFIT 
ENTITY THAT REGULARLY PUBLISHES ON WEB APPLICATION SECURITY

July 2014



Defending Against the Exploitation of
SQL Vulnerabilities to Compromise a Network

MIT-006FS-20142

SCENARIO
Widgets, Inc., a company that manufactures widgets for distribution to both government 
and commercial customers, has had an antiquated online-purchasing system webpage 
for several years, despite the fact that most (if not all) customers use a newer, more secure 
purchasing site.  When the new site was being built, many of the customers weren’t able, 
at the time, to comply with the processing and encryption requirements of the new site, so 
the ‘legacy’ purchasing system was left in place to accommodate those customers.

As more and more customers migrated to using the new site, the old site was ‘dropped from maintenance’ 
as service-level contracts expired. Additionally, because the majority of the traffic was concentrated to 
the new site, the administrators began to focus their efforts more on the new site, eventually forgetting 
completely about the old purchasing site. However, it still sits there on the Internet unpatched, 
unmanaged and forgotten, but with crucial connections into the internal Widgets, Inc. networks.

Additionally, since the legacy purchasing system was still on-line, the Widgets, Inc. infrastructure 
(Demilitarized Zone (DMZ), firewalls) needed to be configured in such a way that the system 
(which used only perfunctory encryption and authentication protocols) could reach the 
back-end database. This resulted in an architecture that had several security holes.

Meanwhile, an adversary who is currently targeting a major defense agency has learned that the 
agency has connections with Widgets, Inc. because they are one of their Cleared Defense Contractors. 
Deciding that the best way to get to the defense agency is to exploit its connection with the weaker 
defenses of Widgets, Inc., the adversary performs some network reconnaissance about Widgets, 
Inc., learns the publicly-registered Internet Protocol (IP) address space of the company, and begins 
scanning all of their public-facing machines with an automated web vulnerability scanner.

The adversary quickly finds the vulnerable online-purchasing system and uses a publicly 
available SQL injection exploit to gain access to the back end database. They rapidly upload 
privilege escalation and credential stealing tools to the database server (taking advantage of 
those holes in the DMZ and firewalls) and, in short succession, are able to gain administrative 
credentials, which allow the adversary to create their own administrator accounts, upload 
backdoors for easier continued remote access, and move laterally throughout the network.

Because of the flawed architecture of the Widgets, Inc. network, the adversary now has access to the 
entire network, can access any machine at will, and can load any tools or utilities that they need or 
want. They also have free reign to explore the network and learn all they can about the connection to 
the major defense agency, possibly using their access to the Widgets, Inc. network as a jump point.
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MITIGATIONS
In the previous scenario, the adversary used a kill-chain that included advanced reconnaissance 
and SQL injection exploit in order to compromise a machine on the network, use it as a foothold, 
and then upload tools and backdoors, to eventually compromise the entire network. 

SQL injection attacks represent a serious threat to any database-driven site. The methods behind 
an attack are easy to learn and the damage caused can range from considerable to complete 
system compromise. Despite these risks, an incredible number of systems on the Internet 
are susceptible to this form of attack. Not only is it a threat easily instigated, it is also a threat 
that, with planning and proper implementation, can be almost completely preventable. 

An SQL injection attack consists of insertion or injection of a SQL query via the input data from the 
client to the application. A successful SQL injection exploit can read sensitive data from the database, 
modify database data (Insert/Update/Delete), execute administration operations on the database 
(such as shutdown the Database Management System (DBMS)), recover the content of a given file 
present on the DBMS file system, and in some cases, issue commands to the operating system. 

The following diagram shows the steps that allowed the adversary in the previous scenario to entirely 
compromise the network, alongside effective, scalable defenses that would have prevented the 
attack. Many networks implement some of these defenses; however, it is best to implement as many 
as possible. A “defense-in-depth” strategy must be used to defend against all stages of an attack.
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Segregate Networks and Functions 
Benefit: Logically separate architecture disrupts lateral movement 
Cost: Difficult to design and implement, especially in older networks

Limit Workstation-toWorkstation Communication 
Benefit: Greatly reduces Pass-the-Hash techniques 
Cost: Somewhat difficult to set up, some disruption could occur

Control Administrative Privileges 
Benefit: Reduces exposure of privileged accounts; Restricts malware access 
Cost: May reslut in some loss of flexability, user difficulty

Implement Host Intrustion Prevention System (HIPS) Rules 
Benefit: Broad protection; Restrains malicious behavior of malware 
Cost: Difficult to set up; Time-consuming to monitor and manage

Implement Application Whitelisting 
Benefit: Restricts execution of malware and unwanted executables 
Cost: Requires effort to set up, test, and maintain

Harden Web Applications 
Benefit: The most effective way to prevent exploit 
Cost: Requires testing and often recoding and maintenance of web apps

Implement a Web Application Firewall & Network IDS* 
Benefit: Prevents malware from "phoning home", detects anomalous activity 
Cost: Must maintain rules for which apps can access Internet

Use a Web Vulnerability Scanner to Find and Fix 
Vulnerabilities 
Benefit: Allows network owners to see what is vulnerable 
Cost: Time consuming, requires skill, may cause unnecessary alerts

Defense Against SQL Injection Leading to Total Network Compromise

A
C

T
ST

AY
 IN

G
ET

 IN

Adversary uses a Web 
Vulnerability Scanner to 
perform reconnaissance.

Adversary uses SQL Injection 
to exploit a vulnerable server.

Exploit gains enough privilege 
to install software, tools.

Privilege escalation tools 
are used to elevate to 

administrator, create accounts.

Adversary downloads and 
installs a backdoor on system.

Adversary harvests and 
exfiltrates domain credentials.

Adversary maps network and 
moves laterally with stolen 

credentials.

Adversary steals data and 
expands access further.

* IDS = Intrusion Detection System
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DEFENSE DETAILS

1. Use a Web Vulnerability Scanner to Find and Fix Vulnerabilities

Benefit: Allows network owners to see what is vulnerable 
Cost: Time consuming, requires skill, may cause unnecessary alerts

Network owners and operators should remain constantly vigilant in knowing at all times the state of their 
network. It is important that System Administrators (SAs) implement a plan to scan their public-facing 
web-server for common vulnerabilities, using one of any number of very good commercial scanners. 
As vulnerabilities are found, they should be fixed or patched. This is especially crucial for networks that 
have older web applications; as sites get older, more vulnerabilities are discovered and exposed. 

Recommendations for vulnerabilities to scan for:

	 •	SQL	Injection 
	 •	Local	File	Inclusion 
	 •	Cross-Site	Scripting 
	 • General Coding and Input Errors

2. Implement a Web Application Firewall (WAF) and 
Network Intrusion Detection System (IDS)

Benefit: Prevents malware from “phoning home”, detects or prevents anomalous activity  
Cost: Must maintain rules for which apps can access Internet

Implementing a WAF and a Network IDS in front of the SQL server can 
prevent or block many common injection attempts. 

While fixing SQL injection vulnerabilities in the web application’s code is preferred, a WAF can be 
used as a stop-gap measure to prevent most SQL injection attempts from occurring.  Whitelisting 
is preferred when using a WAF because attackers will always try to find ways around a blacklist.  

There are three main methods for attackers to compromise the hosting system through SQL injection:

1. Code execution privileges (stored procedures in mysql, java function 
creation in oracle, xp_cmdshell in sql server, etc…)

 If an attacker is allowed to directly execute commands on the file system through the database 
and the database user has ‘execute’ privileges on the system, the attacker will have the ability to 
see and do anything he wishes.  Because allowing a user to successfully execute a “dir” command 
is dangerous, it is recommended that a regular database user is not given ‘execute’ privileges. 

2. Writing/reading files on the file system (“INTO OUTFILE” command)

 If an attacker has permissions to write to the file system, he can simply create an 
executable file within the web root and then send it commands from the browser.

3. Harvesting credentials for Secure Shell (SSH) or telnet

 This isn’t a direct attack through the database to the system, but is instead a method of gaining 
credentials which can then be used to attempt a login through other means (SSH, telnet, etc.).
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3. Harden Web Applications

Benefit: The most effective way to prevent exploit  
Cost: Requires testing and often recoding and maintenance of web apps

The unsecured purchasing site played a crucial role in the adversary’s attack, essentially serving as an 
unlocked door to the back end database. Hardening these web applications is a vital step in preventing 
intrusions, and should be part of every enterprise service’s overall operation and mitigation strategy. 

While SQL injection may allow an attacker to ex-filtrate data, or even delete your database, 
appropriate controls should be in place to prevent an attacker from “breaking out” of the database 
itself.  If you are using SQL Server, ensure that you have disabled xp_cmdshell and that the web 
user’s permissions are as limited as possible. Ensure that the database user account is NOT given 
system privileges, as this is one of the main methods for attackers to break out of the database.  

For MS-SQL Server®2

1. Ensure the SA account has a very strong password

2. Remove the SQL guest user account

3. Remove the BUILTIN\Administrators server login

4. Do not grant permissions to the public role

Many attackers will use SQL injection to obtain dumps of the database user’s credentials in 
order to use them to SSH or telnet into the system.  Ensure that database user accounts have a 
different password from any privileged account on the system to prevent this from happening.  
Ensure that all passwords meet recommended complexity requirements and ensure that you 
have changed all of the default passwords on your database accounts.  If your database is 
not encrypting, salting, or hashing user’s passwords, this must be fixed immediately.  

Regardless of which database you are using, the user account associated with 
the web application should have the minimum privileges possible.  

While fixing SQL injection vulnerabilities in the web application’s code is preferred, a WAF can be 
used as a stop-gap measure to prevent most SQL injection attempts from occurring.  Whitelisting 
is preferred when using a WAF because attackers will always try to find ways around a blacklist.  

The following steps aim to mitigate SQL injection, file upload, command execution, 
and other known web server vulnerabilities. It is important to note that in addition to 
traditional servers, desktops, development, staging and test environments often run 
publicly accessible web servers and, if exploited, can lead to a network compromise.

There are a number of different organizations/roles that must be involved in effectively securing 
web applications. The mitigations below are grouped by the organization/role that will likely 
implement each. These may vary by specific organizational construct and/or local policy. 

2 MS-SQL Server® is a registered trademark of Microsoft Corp.
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 Mitigations applied by the SA:

•	 Identify	all	web	servers	and	web	applications	on	the	network	and	secure	their	administrative	consoles

•	 Minimize	the	number	of	web	servers	and	applications	running

•	 Reduce	the	chance	of	exploitation	and	minimize	impact	of	a	
successful compromise through good system hygiene

•	 Enable	logging,	and	review	logs	frequently

 Mitigations that require an SA and some developer involvement:

•	 Implement	web	application	defenses	–	invest	in	a	web	application	
firewall, enable URLScan or other web filtering options

•	 Limit	the	damage	that	can	be	done	by	an	attacker	–	make	sure	all	web	applications	connect	
with least privilege, limit and monitor file creation in all web accessible directories  

•	 Reduce	the	attacker’s	chance	of	success	–	limit	the	available	character	input	sets	and	set	
a maximum parameter size, remove non-required HTTP verbs from web servers

•	 Discover	vulnerabilities	–	run	a	web	application	vulnerability	scanner	to	identify	vulnerabilities

 Mitigations to be applied by the web application developers: 

•	 Identify	deployed	code	–	make	sure	that	all	code	running	on	
live websites is limited to the current version

•	 Program	with	best	practices	–	review	the	OWASP	Top	10	project	(https://
www.owasp.org/index.php/Category:OWASP_Top_Ten_Project)

•	 Perform	periodic	code	reviews	–	review	web	application	source	code	for	vulnerabilities	

4. Implement Application Whitelisting

Benefit: Restricts execution of malware and unwanted executables 
Cost: Requires effort to set up, test, and maintain

Application Whitelisting is a proactive security technique that only allows a limited set of approved 
programs to run, while blocking all other programs (including most malware) by default. In contrast, 
the standard policy enforced by most operating systems allows all users to download and run a wide 
variety of unauthorized (and potentially malicious) applications. Application Whitelisting enables only the 
administrators, not the users, to decide which programs are allowed to run. 

Path-based Application Whitelisting allows execution of programs only from specific locations in the file 
systems. This approach precludes the need to identify each individual program and executable library. The 
paths must be protected so that only authorized administrators can install or modify the files to prevent 
standard users and malicious activities from circumventing the Application Whitelisting policy. These rules 
have minimal impact on system performance and allow most program updates and patches to be applied 
without requiring any rule changes, while preventing the execution of new unauthorized programs and 
most current malware. 

File-based Application Whitelisting allows administrators to determine by name which files are allowed 
to run.  This allows an administrator to allow files to run that may not fall in the locations that have been 
identified by location-based Application Whitelisting.  Because file names are easily spoofed, an even 
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more secure method of implementing Application Whitelisting is the Hash-based method. In this method, 
file hashes are used to specify if a file should be permitted to run. Hashes are not easily spoofed, so this 
method can be used to provide more granularity and specificity to an Application Whitelisting policy. 
However, this method will also require more work to ensure that the file hashes are kept updated. 

For newer Microsoft Windows operating systems, AppLocker is a built-in feature that enforces an 
administrator-defined Application Whitelisting policy. AppLocker policies can be created and managed 
through standard Windows Group Policy management applications and techniques. AppLocker is available 
in certain editions of Windows Server 2012®, Windows Server 2008® R2, Windows 8®, and Windows 7®.  
Windows XP®3  has another form of Application Whitelisting called Software Restriction Policies, which 
is also configurable using Group Policy.  Additionally, some HIPS products may also perform Application 
Whitelisting functions, as well as some host-based security suites. 

5. Implement Host Intrusion Prevention System (HIPS) Rules

Benefit: Broad protection; Restrains malicious behavior of malware  
Cost: Difficult to set up; Time-consuming to monitor and manage

A foundational goal in computer and system security is maintaining the health or integrity of individual 
hosts – a HIPS is a valuable component used to defend computer host integrity. In enterprise deployments, 
HIPS are centrally managed, and SAs push policies and rules down to the individual hosts. Alerts of 
malicious or abnormal activity on the hosts are pushed back up to the management system where they 
can be correlated and acted upon.

The HIPS policy can be set to log and/or block the malicious or suspicious activity. HIPS generally include 
four different technologies: a host firewall, a registry monitor, a file integrity monitor, and a process or 
application behavior monitor.

To be effective, it is crucial that a HIPS have a well-defined and tuned policy, or set of rules. Vendors 
provide many rules with their product, but it is up to the SA to tune the rules to their particular 
environment and to address the specific risks that they face. It is possible that some rules may interfere 
with business operations. It is best to test all rule changes on a test network, mimicking the production 
environment, prior to instituting them on the production network.  If a rule change degrades the 
production environment, create an exception to the rule, refine it until it no longer interferes, or disable it 
altogether if necessary. To maximize HIPS effectiveness and shorten the amount of time spent deploying 
HIPS, organizations should work toward a manageable network beforehand. This includes removing/
uninstalling unneeded applications, removing/ disabling unneeded services, and identifying the source of 
unusual network traffic.  Most HIPS have a learn mode that allows the device to passively monitor network 
traffic to determine how applications function and what “normal” traffic is.  This mode is best used in an 
uncompromised environment.

6. Control Administrative Privileges

Benefit: Reduces exposure of privileged accounts; restricts malware access 
Cost: Users will complain; may be some loss of flexibility

Administrative privileges on a computer system allow access to resources that are unavailable to most 
users and permit the execution of actions that would otherwise be restricted. When such privileges are 

3 Windows Server 2012®, Windows Server 2008 R2®, Windows 8®, and Windows 7®, Windows XP® are registered trademarks of 
Microsoft Corp.
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administered improperly, granted widely, and not closely audited, attackers are able to exploit them and 
move effortlessly through a network. Gaining administrative privileges is commonly achieved through 
a technique known as privilege escalation. Privilege escalation is defined as the act of exploiting a bug, 
design flaw, or configuration oversight in an operating system or software application to gain access to 
resources that are unavailable to normal users. Poorly managed administrative privileges make executing 
this technique much easier.

It is important that on an SQL server, appropriate controls be put in place to prevent an attacker from 
“breaking out” of the database itself.  If you are using SQL Server, ensure that you have disabled xp_
cmdshell and that the web user’s permissions are as limited as possible. Ensure that the database user 
account is NOT given system privileges as this is one of the main methods for attackers to break out of the 
database. 

Recommendations:

•	 Separate	Enterprise	Administrators	and	Domain	Administrators.

•	 Separate	Active	Directory	Administrator	Accounts	from	Enterprise	and	Domain	Administrator	
Accounts if practicable.

•	 Do	not	allow	local	accounts	to	access	the	network	–	remove	the	network	and	remote	interactive	
logon privileges from these accounts, especially administrator accounts. If physical administration is 
not possible, restrict remote logon to a few privileged users and only from well-secured workstations.  
To deny local accounts from access the network; add members of the local Administrators group to 
two user rights, “Deny access to this computer from the network” and “Deny logon through Remote 
Desktop Services” (for Windows Server®4  2008R2 and later) preferable via Group Policy.

•	 Restrict	systems	that	privileged	accounts	can	access	–	limit	these	highly	privileged	accounts	so	they	
can only logon to secure systems.

•	 Remove	standard	users	from	the	local	administrators	group	-	do	not	grant	standard	user	accounts	
membership in the local administrators group.

•	 Ensure	administrative	accounts	do	not	have	email	accounts	or	Internet	access.

•	 Follow	the	principle	of	least	privilege	–	only	give	users	the	permissions	they	needs	to	do	their	jobs.

•	 Use	multi-factor	authentication	–	in	order	for	users	to	be	granted	access	to	network	resources,	make	
them prove that they are who they say they are.

•	 Manage	passwords	effectively	–	passwords	for	administrative	accounts	should	be	complex	and	
contain a combination of letters, numbers, and special characters, and they should be of a sufficient 
length (greater than 14 characters); require regular password changes for all administrative and other 
privileged accounts .

•	 Check	that	all	accounts	in	AD	that	require	smart	cards	for	interactive	logon	have	had	the	New	
Technology (NT)® hash updated within a configurable time period (e.g., 90 days or whatever the 
current password change requirement is).  This is accomplished by disabling and re-enabling  the 
"Smart Card Logon" attribute in Active Directory®5 .

•	 Filter	privilege	token	for	local	admin	accounts	using	Client	and	Member	Security	Technical	
Implementation Guides (STIGs) (except Windows XP® and Windows 2003®6).  Settings are preferably 
made via Group Policy.

4 Windows Server® is a registered trademark of Microsoft Corp.
5 New Technology (NT)®, Active Directory® are registered trademarks of Microsoft Corp.
6 Windows XP®, Windows 2003®, Windows 7®are registered trademarks of Microsoft Corp.
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 Set Built-in Administrator account runs in Admin Approval Mode.  Reference: Windows 7® Security 
Technical Implementation Guidance Version: 1 Release: 11 Group ID: V-14234

 Registry Hive: HKEY_LOCAL_MACHINE 
 Registry Path: \Software\Microsoft\Windows\CurrentVersion\Policies\System\ 
 Value Name: FilterAdministratorToken 
 Value Type: RED_DWORD 
 Value: 1

 Enable UAC.  Reference: Windows 7 Security Technical Implementation Guidance Version: 1 
Release: 11 Group ID: V-14240

 Registry Hive: HKEY_LOCAL_MACHINE 
 Registry Path: \Software\Microsoft\Windows\CurrentVersion\Policies\System\ 
 Value Name: EnableLUA 
 Value Type: RED_DWORD 
 Value: 1

 Filter Local Administrator Privilege Token.  Reference: Windows 7 Security Technical 
Implementation Guidance Version: 1 Release: 11 Group ID: V-36439

 Registry Hive: HKEY_LOCAL_MACHINE 
 Registry Path: \Software\Microsoft\Windows\CurrentVersion\Policies\System\ 
 Value Name: LocalAccountTokenFilterPolicy 
 Value Type: RED_DWORD 
 Value: 0

•	 Designate	dedicated	systems	for	managing	Active	Directory	and	block	internet	access	to	them.

•	 Deny	logon	as	a	batch	job	for	Enterprise	and	Domain	Admins.	Reference:	Windows	7	Security	
Technical Implementation Guidance Version: 1 Release: 11 Group ID: V-26483

 Navigate to Local Security PolicyLocal PoliciesUser Rights AssignmentDeny logon as a batch job

 On DOMAIN SYSTEMS ONLY add "Enterprise Admins" Group and "Domain Admins" Group.

 On ALL SYSTEMS add "Guests" Group

•	 Deny	logon	as	a	service	for	Enterprise	and	Domain	Admins.	Reference:	Windows	7	Security	Technical	
Implementation Guidance Version: 1 Release: 11 Group ID: V-26484

 Navigate to Local Security PolicyLocal PoliciesUser Rights AssignmentDeny logon as a 
service

 Add Enterprise Admins Group and Domain Admins Group

•	 Deny	logon	locally	for	Enterprise	and	Domain	Admins.	Reference:	Windows	7	Security	Technical	
Implementation Guidance Version: 1 Release: 11 Group ID: V-26485

 Navigate to Local Security PolicyLocal PoliciesUser Rights AssignmentDeny logon locally

 On DOMAIN SYSTEMS ONLY add "Enterprise Admins" Group and "Domain Admins" Group.

 On ALL SYSTEMS add "Guests" Group

•	 Remove	the	Enterprise	and	Domain	Admin	Groups	from	the	Local	Administrators	Group.

•	 Disable	delegation	of	privileged	accounts.		Reference	STIG	V-36435
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 Review the properties of all privileged accounts in Active Directory Users and Computers.  Under 
the "Account" tab verify "Account is sensitive and cannot be delegated" is selected.

7. Limit Workstation-to-Workstation Communication
Benefit: Greatly reduces Pass-the-Hash (PtH) techniques 
Cost: Somewhat difficult to set up; some disruption could occur

Enabling workstation-to-workstation communication can allow a network intruder to easily spread to 
multiple systems and establish an effective “beach head” within the network. Once a beach head is 
established the attackers can setup multiple communication paths out or backdoors into the network to 
maintain persistence.

High-value systems may be more secure and harder to access and exploit, so the attacker will then 
attempt to move laterally (hop from one workstation to the next within a network) to find an avenue to 
these targets. Attackers can move laterally through the network using a variety of methods, for example 
by connecting to open, or poorly protected shared directories on workstations, or, more commonly for 
Microsoft® Windows® networks, via a particularly damaging method called pass-the-hash (PtH).

PtH and other forms of legitimate credential reuse are serious vulnerabilities existing in all environments 
that implement Single Sign-on, whether it is Windows®, Linux® 7, or Mac® 8. PtH allows an attacker 
to reuse legitimate administrator or user credentials to move from system to system on a network 
without ever having to crack a password. Once an attacker compromises a single host, he will typically 
reuse stolen hashed credentials to spread to other systems on the network, gain access to a privileged 
user’s workstation, grab domain administrator credentials, and subsequently take control of the entire 
environment.

Recommendations:

•	 Restrict	communications	with	firewall	rules	–	prevent	workstation-to-workstation	communication	by	
setting Windows Firewall rules, preferably via Group Policy.

 Turn on and enable the Windows Firewall or equivalent product.

 Set Windows Firewall to block unsolicited inbound connections for the Domain Profile.  
Reference: Windows 7 Security Technical Implementation Guidance Version: 1 Release: 11 Group 
ID: V-17418

 Registry Hive: HKEY_LOCAL_MACHINE 
 Subkey: \Software\Policies\Microsoft\WindowsFirewall\DomainProfile\ 
 Value Name: DefaultInboundAction 
 Type: REG_DWORD 
 Value: 1

 If another firewall is used implement the equivalent setting.

•	 Deny	logon	across	the	network	–	To	limit	workstation-to-workstation	communication,	via	Group	Policy	
(preferred) or local security policy, add members of the local Administrators group to two user rights, 
“Deny access to this computer from the network” and “Deny logon through Remote Desktop Services” 
(for Windows Server® 2008R2 and later). If physical administration is not possible, restrict remote logon 
to a few privileged users and only from well-secured workstations.  

7  Linux® is a registered trademark of Linus Torvalds
8 Mac® is a registered trademark of Apple Inc.
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•	 Control	administrative	privileges	–	implement	a	least-privilege	administrative	model,	only	granting	
users those privileges needed to do their jobs, and protect privileged credentials by restricting how 
and where they can be used.

•	 Logically	segregate	segments	by	using	private	VLANs	–	implement	private	VLANs	with	port	restriction.

Private VLANs offers port isolations on a switch within that IP subnet. This allows separation of 
workstations without readdressing the broadcast domain. Although configuration depends on make and 
model of the switch, the following guidance is for the Cisco® Internetwork Operating System (IOS)® 9.

Example to configure Private VLAN:

•	 Enable	Private	VLANs 
 Switch# configure terminal 
 Switch (config)# interface Ethernet  1/12 
 Switch (config-if)# Switchport mode private-vlan host 
 Switch (config-if)# switchport private-vlan host-association 5 101

•	 Configuring	an	Interface	as	a	Private	Vlan	Isolated	Port 
 Switch#configure terminal 
 Switch(config)# interface ethernet ½ 
 Switch(config-if)#switchport mode private-vlan isolated 
 Switch(config-if)#switchport private-vlan mapping 5 109

•	 Verifying	Private	VLAN	Configuration 
 Switch# show vlan private-vlan

9 Cisco® Internetwork Operating System (IOS)® are registered trademarks of Cisco Systems, Inc.
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• Deny inbound remote admin credential access, except from inner levels via Kerberos service tickets
• Do not allow more sensitive credentials to be used locally at lower trust levels
• Deny local logins of all credentials with administrative privileges for inner levels

• Restrict network use of local accounts
• Restrict Workstation to
  Workstation Communication
• Deny management protocols and
  admin accounts inbound access,
  except from inner levels
• Deny login for admin accounts valid
  at inner levels

• Virtualize web access
• Network isolation
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Private VLANs work fine at the switch level, but an adversary can trick the switch to pass the ARP packet to 
the router, where the packet will be routed a separate isolated port on the switch. The router will need to 
deny all inbound packets from that subnet .The following configuration guidance should be implemented 
on the router.

•	Router#configure	terminal

•	Router	(config)#access-list	101	deny	ip	172.16.34.0	0.0.0.255	172.16.34.0	0.0.0.255	log

•	Router	(config)#	access-list	101	permit	ip	any	any

•	Router	(config-if)	ip	access-group	101	in

8. Segregate Networks and Functions
Benefit: Logically spearate architecture lateral movement 
Cost: Difficult to design and implement, especially in older networks

Networks are composed of interconnected devices with varying functions, purposes, and sensitivity levels. 
Networks can consist of multiple segments that may include web servers, database servers, development 
environments, and the infrastructure that binds them together. Because these segments have different 
purposes as well as different security concerns, segregating them appropriately is paramount in securing a 
network from exploitation and malicious intent. 

If an adversary is able to acquire access and the network is not properly segregated, he will be able to 
expand his access and move freely throughout the network. When networks are segregated into smaller 
portions with communications restricted between segments, an adversary’s access is limited in scope, and 
the ability to traverse the network is severely restricted. 

Hampering an intruder’s ability to gain further access in a network is vital to protect sensitive information 
and allows for easier remediation upon discovery. Limiting device communication enables better 
monitoring and easier discovery of intruder attempts to spread from one area to another.

Recommendations:

•	 Physically	segregate	network	segments	whenever	possible	–	sensitive	functions	should	have	an	
infrastructure that is physically separate from the remote or publicly accessible web environment.

•	 Logically	segregate	network	segments	by	using	private	VLANs	–	use	private	VLANs	with	port	
restriction to prevent hosts from communicating with other hosts on the same subnet.

•	 Virtual	Private	Networks	(VPNs)	are	used	to	securely	extend	a	host	or	network	by	tunneling	through	
public or private networks.

•	 Virtual	Routing	Forwarding	(VRFs)	segments	the	network	over	a	virtual	infrastructure	and	separates	
network traffic into different domains.

•	 Protect	sensitive	accounts	in	segregated	networks	and	organizational	functions	–	limiting	these	
privileged accounts and credentials can further deny unauthorized access.
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Other References and Recommendations
•	 Open	Source	-	US-CERT,	Chad	Dougherty,	Practical	Identification	of	SQL	Injection	Vulnerabilities,	

http://us-cert.gov/sites/default/files/publications/practical-sqli-identification.pdf,  2012, 27 JANUARY 
2014, UNITED STATES COMPUTER EMERGENCY READINESS TEAM   

Program using secure coding practices 

•	 Review	the	OWASP	Top	Ten	Project	at 
http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project 
and DISA STIGs to ensure web applications are coded with best security practices. 

Perform periodic code reviews

•	 Review	web	application	source	code	for	vulnerabilities.	The	OWASP	source	code	review	guide	(https://
www.owasp.org/index.php/Category:OWASP_Code_Review_Project) does an excellent job of 
outlining how to review source code. Automated source code scanners can make this task much more 
efficient.

•	 Fix	coding	errors	as	soon	as	possible.

Please see the IAD Top Ten Mitigations at:
http://www.nsa.gov/ia/mitigation_guidance

Disclaimer of Endorsement:
Reference herein to any specific commercial products, process, or service by trade name, trademark, manufacturer, or otherwise, does 
not necessarily constitute or imply its endorsement, recommendation, or favoring by the United States Government. The views and 
opinions of authors expressed herein do not necessarily state or reflect those of the United States Government, and shall not be used for 
advertising or product endorsement purpose.
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